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Agenda

O firmie QDP

O firmie Semperis

Nowe wyzwania bezpieczenstwa

Dlaczego warto zabezpieczac Active Directory
NIST Cybersecurity Framework

Dziatania przed/podczas/po ataku

Sesja pytan i odpowiedzi

W trakcie prezentacji zaplanowalismy pokazy DEMO rozwigzan.
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QDP Sp. z 0.0. (wczesniej Quest-Dystrybucja) to dostawca i integrator
rozwigzan przeznaczonych do optymalizacji zarzgdzania systemow IT oraz
utrzymania cyberbezpieczenstwa.

Przedstawiciel wiodgcych na rynku producentow oprogramowania:

IDERA, Micro Focus, IPG Group, Semperis, CybeReady, Cymulate, Sasa
Software, Broadcom, Secret Double Octopus, Yubico, ApiOmat/Easy
Software, InfoBay oraz dostawca ustug dotyczgcych produktow Quest
Software/One ldentity.

Dzieki bezposredniej wspotpracy z producentami spoétka zapewnia wsparcie w
zakresie wdrozenia i uzytkowania oferowanego oprogramowania.
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Oferujemy rozwigzania informatyczne oraz wsparcie technologiczne i ustugi
Integratorskie w zakresie:

cyberbezpieczenstwa informatycznego

zarzgdzania bazami danych i infrastrukturg Microsoft
monitorowania systemow

zarzadzania tozsamoscig | dostepem

automatyzacji procesow

bezpieczne] komunikac



S semperis

Technology
2022 NORTH AMERICA

Deloitte

IND SECURITY

O firmie Semperis

CYBER
SECURITY

EXCELLENCE
AWARDS

&) CRN
BLACK UNICORN C LOU D

100

FINALIST

INFUSEL AWARUS

WINNERS

CYBER DEFENSE MAGAZINE

KKR B Microsoft Partner A\

. Enterprise Cloud Alliance JESHNOEODY
PARTNERS Microsoft Accelerator Alumni
Microsoft Co-Sell




.’é; Q D p semperis
Efektywno$é i bezpieczeristwo IT

Zaczynamy od matej awarii ©
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Zabezpiecz srodowisko
podlegajace zmianom
| rozwijajace sie

Utrzymuj bezpieczenstwo w

dotychczasowym srodowisku

2 Otworz sie na cyfrowa transformacije

3 Konsoliduj i automatyzuj bezpieczenstwo

Pracownicy
zdalni

Aplikacje w
chmurze

Urzadzenia
mobilne

Nowa strefa
bezpieczenstwa

(w kontekscie tozsamosci)

Stara strefa

bezpieczenstwa:
Lokalni uzytkownicy,
stacje robocze, serwery i
aplikacje

Dostawcy i
wspotpracownicy

Praca
zdalna

Hybrid cloud

Prywatne
urzadzenia
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Jezeli AD &
nie jest bezpieczne, AAIC
nic nie jest bezpieczne

)
« 80% wszystkich wtaman jest opartych na
kradziezy tozsamosci s
« Poziom bezpieczenstwa AD ciaggle sie obniza ul

. 5 . . Active Directory
* Rozwigzania chmurowe rozszerzajq sie poza AD

« Model Zero trust zaktada integralnosc

rozwiazania hybrid AD 90% przedsiebiorstw uzywa AD jako
podstawowa platforma tozsamosci
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AD na celowniku
atakujacych

Ustuga Active Directory stata sie w ostatnich
latach gtownym celem atakow.

Lokalna ustuga AD jest coraz czesciej
wykorzystywana jako pierwszy krok w ataku

na srodowiska chmurowe.
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Co nalezy zrobic aby
zabezpieczycC srodowisko
Active Directory?



S semperis NIST Cybersecurity Framework

(Weryfikacja & Analiza) |dentyfikacja: ryzyka

Przywracanie: po ataku Ochrona: ustugi

+ +

Reagowanie: na atak Detekcja: ataku
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Monitorowanie

+ + Iwykrywanie IOE & IOC
& %
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c Q fr Ocena
+ i
D podatnosci

OURING ATTRC®

IOC oznacza Indicator of Compromise
IOE oznacza Indicator of Exposure
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_Fend off invaders lurking
IN your Active Directory.
Unleash Purple Knight.

Y 4 u
c e n O Z I o m Active Directory holds the *keys to the kingdom," and if not safeguarded
a S Z ‘ ’ ‘ ' Properly, it will compromise your entire security infrastructure. Purple Knight
) . t is a free Active Directory security assessment tool built and managed by an

elite group of Microsoft identity experts

. Requestaccess ) Our mission
Version

Purple Knight to narzedzie do oceny

Evaluate the security of your Active Directory.

bezpieczenstwa ustugi Active Directory stworzone v
i zarzadzane przez grupe ekspertow zwiazanych z |

. f ] i 17os ommur; ty-Driven mannn;d.nuombu uzrnm::"cx
bezpieczenstwem systemow Microsoft (ponad 4000 petve iscarysecurty  PreamdpascAtock GO Gutance e

Report Card

pobran)

2021 GLOBEE® Winner

2021 Risk Management Solution
oty Innovation | Purple Knight

GLOBAL EXCELLENCE

Learn more at purple-knight.com ->
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Wykryj stabe punkty
zanim zrobig to atakujacy

+ Wskazniki bezpieczenstwa dla fazy przed i po ataku
+ Modele zagrozen tworzone przez spotecznosc¢

+ Praktyczne wskazowki z okreslonym priorytetem

+ Korelacja z frameworkiem MITRE ATT&CK

+ Bez optat, rozwijane przez spotecznosc

PURPLE KNIGHT - AD SECURITY ASSESSMENT -

Agreement Environment ators ess Summary

1 2 3 y o

REPORT SUMMARY

semperissm.lab

2

50/50 evaluated
’ o/
19 passed 5 /0

© 3110Es found

Generated on: 1/28/2021
00:00:16 Total Score
SEMPERISSMM\administrator

D F F

62> 41 45+

AD DELEGATION ACCOUNT AD GROUP POLICY KERBEROS
SECURITY INFRASTRUCTURE SECURITY SECURITY
SECURITY

A B o @, L

corproot.corp.com ] 10/10/21 00:19:43 corp-admin

This report is a summary of the assessment results performed on corproot.corp.com forest on 24/9/2020 by Semperis Active
Directory Security Assessment Tool.
The a ent included running a series of security indicator scripts against domains within the selected forest (see appendix for full
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Purple Knight Demo
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+ +

a Py
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X

OURING aTTRCY

Automatyczne Wykrywanie
naprawianie zagrozen i ich

widocznos¢
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Monitoruj, wykrywaj
| reaguj

+ Ciggta ocena podatnosci

+ Monitorowanie odporne na manipulacje

+ Alerty bezpieczenstwa w czasie rzeczywistym
r Automatyczna Naprawa (wycofywanie ztosliwych zmian)

+ Raporty zgodnosci

-

Directory Services

Indicators

Settings

SECURITY

SECURITY POSTURE OVERVIEW  Last indicator result: 02/10/2021, 1:45 PM

65

TOTAL SCORE

Accoun t Security
44 02

50

AD Infrastucture Security




Architektura rozwigzania e _
Directory Services Protector = Semperis

DSP
Management Server / Ul
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-
DSP Database Audit Collector
(SQL Server) s (optional) — -
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Audit Agent 2ied) Remote/ Firewall Network Audit Agent DC6
Domain 1 | Domain 2
Replication Data _
Undo/Restore Data b

Security Event Log Data G
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Directory Services Protector DEMO
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Kryminalistyka
| dochodzenie

Odzyskiwanie po
awarii (Cyber-First)

Przed atakiem

OURING ATTRCY

Podczas ataku

Po ataku
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A ctive Directory

DASHEOARD

System Health

Skrocenie czasu _
odtwarzania z dni do
godzin

PHie 4

+ P eWny B aC ku p (beZ malWare) ADFR AGENTS MAIL SERVER DISTRIBUTION POINTS

Available Backup Sets Failed Backup Sets

+ Szybkie odtwarzanie
+ Automatyzacja

+ Odtwarzanie gdziekolwiek




POROWNANIE KOPII ZAPASOWYCH

Boot File

ADFR a inne kopie zapasowe
Kontrolera Domeny

L L6 ME - ~ [ACHVEIDifecton
(500 MB przed { i Boot FIIe

Kopia zapasowa ADFR

Nie zawiera OS - brak malware rezydujacego w OS

Usuniete zaleznosci zrodtowego sprzetu - odtwarzanie gdziekolwiek
Znacznie mniejsze

Szybsze tworzenie kopii bezpieczenstwa i odtwarzanie

Mniejsze wymagania dotyczace storage

AN NN

11 GB 17.7 GB



Pull the network cables from all DCs or other

Connect DCs to be restored to a private netwo
private VLAN)

For each domain,
Nonauthoritative restore of first writea
Auth restore of SYSVOL on that DC
@ Look for malware, etc. Forensic analysis
Reset all admin account passwords
Seize FSMOs
Metadata cleanup of all writeable DCs
Configure DNS on the forest root DC
@ Remove the global catalog from each D
<Wait for GC to unhost...>

Delete DNS NS records of DCs that no longer e
Delete DNS SRV records of DCs that no longer ¢
Raise the RID pool by 100K

Invalidate the current RID pool

Reset the computer account of the root DC twi

Reset krbtgt account twice
<seed forest at this point>

C

@ learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/ad-forest-recovery-perform-initial-recovery

Né Filter by title

|dentity and Access
> Solutions and Scenario Guides
~ Active Directory Domain Services
Active Directory Domain Services
What's new in Active Directory Domain Services
> AD DS Getting started
> AD DS Design and Planning
> AD DS Deployment
v AD DS Operations
AD DS Operations
~ AD Forest Recovery Guide
AD Forest Recovery Guide
AD Forest Recovery - Prerequisites
AD Forest Recovery - Steps for Recovery
AD Forest Recovery - Identify the Problem
AD Forest Recovery - Perform Initial Recovery
AD Forest Recovery - Procedures
AD Forest Recovery - FAQ

AD Forest Recovery - Recovering a single domain

with multidomain forest

AD Forest Recovery - Virtualization

AD Forest Recovery - Windows Server 2003
> Best Practices for Securing Active Directory

> Active Directory Replication and Topology

Management Using Windows PowerShell
Managing RID issuance
> Active Directory Domain Services component updates
Active Directory accounts
Special identities
Active Directory security groups
Service accounts

Microsoft accounts

E! Download PDF

ITIAINILAIT] LHE LTUSL THENGTLIY I LE TOres L Im duuiuurn, e 1Urest TouL Uurmdin usudlly nuids uie UINDS TOUL servel 10l e
forest's DNS namespace. Consequently, the Active Directory-integrated DNS zone for that domain contains the alias
(CNAME) resource records for all other DCs in the forest (which are required for replication) and the global catalog DNS
resource records.

After you recover the forest root domain, repeat the same steps to recover the remaining domains in the forest. You can
recover more than one domain simultaneously; however, always recover a parent domain before recovering a child to

prevent any break in the trust hierarchy or DNS name resolution.

For each domain that you recover, restore only one writeable DC from backup. This is the most important part of the
recovery because the DC must have a database that has not been influenced by whatever caused the forest to fail. It is

important to have a trusted backup that is thoroughly tested before it is introduced into the production environment.
Then perform the following steps. Procedures for performing certain steps are in AD Forest Recovery - Procedures.

1. If you plan to restore a physical server, ensure that the network cable of the target DC is not attached and therefore
is not connected to the production network. For a virtual machine, you can remove the network adapter or use a
network adapter that is attached to another network where you can test the recovery process while isolated from
the production network.

PABecause this is the first writeable DC in the domain, you must perform a nonauthoritative restore of AD DS and an
authoritative restore of SYSVOL. The restore operation must be completed by using an Active Directory-aware
backup and restore application, such as Windows Server Backup (that is, you should not restore the DC by using
unsupported methods such as restoring a VM snapshot)f

e An authoritative restore of SYSVOL is required because replication of the SYSVOL replicated folder must be
started after you recover from a disaster. All subsequent DCs that are added in the domain must resynchronize
their SYSVOL folder with a copy of the folder that has been selected to be autharitative before the folder can
be advertised

® Caution

Perform an authoritative (or primary) restore operation of SYSVOL only for the first DC to be restored in the
forest root domain. Incorrectly performing primary restore operations of the SYSVOL on other DCs leads to
replication conflicts of SYSVOL data.

® There are two options perform a nonauthoritative restore of AD DS and an authoritative restore of SYSVOL:

e Perform a full server recovery and then force an authoritative synchronization of SYSVOL. For detailed
procedures, see Performing a full server recovery and Perform an authoritative synchronization of DFSR-
replicated SYSVOL.
Perform a full server recovery followed by a system state restore. This option requires that you create both
types of backups in advance: a full server backup and a system state backup. For detailed procedures, see
Performing a full server recovery and Performing a nonauthoritative restore of Active Directory Domain
Services.

https://docs. micrOSUTI.CUHI/EH'US/ WINUOWS-5EIrver/I1deritity/du-as/Imdrndge/du-1oresi-recovery-guige



https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/manage/ad-forest-recovery-guide
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Active Directory Forest Recovery DEMO
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PELNE WSPARCIE W | Wykrywanie zagrozen
emperis to nie tylko kolejny dostawca -

zabezpieczen, ale rzeczywisty partner w catym O raz reag Owan I e n a
procesie I n Cyd e n ty

Odseparowanie,
likwidacja
| odzyskiwanie

Aktywnos¢ po
iIncydencie

Wykrywanie

Przygotowanie : d
Y9 | analiza

2% Threat Research Team (Wykrywanie I0E & 10C) 2% 24/7 Incident Response Team
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Pytania ?

Linki do produktow:

Directory Services Protector -
Active Directory Forest Recovery -
Purple Knight -

Forest Druid -

Blog Semperis -
NIST Cybersecurity Framework -
Active Directory Forest Recovery Guide -


https://www.semperis.com/active-directory-security/
https://www.semperis.com/active-directory-forest-recovery/
https://www.purple-knight.com/
https://www.purple-knight.com/forest-druid/
https://www.semperis.com/blog/
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.02122014pl.pdf
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/ad-forest-recovery-guide

.’ég QD p semperis

Efektywnos$¢ i bezpieczeristwo IT

Dziekujemy za uwage

Zapraszamy do kontaktu:

Pawet Zuchowski

p.zuchowski@qdp.com.pl
601 445 882

Robert Gtowacki
r.glowacki@qdp.com.pl
666 891 311



